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Safety meets Cyber Security

Ivan Bütler

SRF1 – Blackout – Live in der Sendung



compass-security.com 2

Compass Security - seit 1999 
80 Mitarbeiter in Jona, Zürich, Bern, Basel, Berlin, Toronto

Penetration Tests | Red Teaming | Security Reviews

Cyber Feuerwehr 7/24h (DFIR)
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RL CySec Rail
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Rail Slang
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Aus der Sicht eines Angreifers

Cloud Management 
Lösung Anbieter 1

Cloud Management 
Lösung Anbieter 2

FW FCSTCMS

Router

RCU

Cloud Management 
Lösung Anbieter 3

Safety Industrie meets
Internet Technologien

Wie verändert sich die 
Bedrohungslage?

Wie würde ich einen 
Cyber Angriff 
durchführen?
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Mitre Attack Framework
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Shodan IoT Suchmaschine
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Open Source Intelligence
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https://github.com/scadastrangelove/SCADAPASS

#### Default Passwords ####

https://github.com/scadastrangelove/SCADAPASS
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#### Leaked Passwords ####
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Bekannte Schwachstellen
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Hard-coded Credentials
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JTAG und UAR Hacking

JTAG

UART
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JTAGulator

Source http://www.grandideastudio.com/jtagulator/

On-chip debug (OCD) interfaces can provide chip-level control of a target device and are a primary 
vector used by engineers, researchers, and hackers to extract program code or data, modify 
memory contents, or affect device operation on-the-fly
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Abhängigkeiten zum Active Directory

Quelle Bild: https://cyberhoot.com/cybrary/active-directory-ad/

https://cyberhoot.com/cybrary/active-directory-ad/
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AES Decryption
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Empfehlungen Cyber Sicherheit 
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Vielen Dank für Ihre 
Aufmerksamkeit

Ivan Bütler, Compass Security AG
Ethical Hacking & Penetration Testing
Incident Response

ivan.buetler@compass-security.com
https://www.compass-security.com/

mailto:ivan.buetler@compass-security.com
https://www.compass-security.com/

